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Future Health Data Attributes (@’\@ Cardiovascular disease is the #1 cause of death in the
world
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Who are the patients we are talking aboys?
&

Figure.

Total health care spending per capita, USD

Per Capita Health Care Spending by Age Group in 8 High-Income Countries in 2015

Spending is purchasing power parity—adjusted. The mean includes all countries except the US. USD inghz’ates US dollars.
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MedTech Europe
Setting the Stage — U.S«

Privacy Law and &

International Transfers
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Overview of U.S. Privacy Laws

Q’b

= Sectoral Approach at Federal Leg(cef

S

— Federal Level &
Financial Data Consumer Data
(e.g., Healih Data, (e.g., Gramm- (e.g., Federal
Substarice Abuse Leach-Bliley, Fair Trade
Records, Credit Reporting Commission,
Research Data
Q)égo
— Stat@?@%vel
= SHistorically also had sectoral approach &
= Trend toward omnibus approach &

Omnibus State &

Laws N
CCPA/CPRA,
VCDPA, CPA,
UCPA, CTDPA




HIPAA — Scope of Regulations
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= Health Insurance @brtablllty and Accountability Act of 1996
(HIPAA) is mos:towell known health privacy law in U.S.
O

0 ImplementegQ“’through three key sets of regulations
: Prlvae? Rule &

Q&

\
\\K

Requwes all covered entities and business assomates ¢6
& implement certain policies and procedures to protect thﬁ

N

I\ privacy of Protected Health Information, or PHI .\S‘“
KD ;\\OQ
<~ = Security Rule &
&m@’)& — Requires the adoption of administrative, tecmﬁcal and
('1/

physical safeguards to protect the SeCUFIt)\éeﬁf electronic PHI

= Breach Notification Rule v\\o@

— Requires notification in the event Qfﬁreaches of unsecured
PHI &
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HIPAA — Covered Entities & Business Associates

&

\(\Q

= HIPAA has I|m|teqo°‘appllcat|on

= HIPAA applles ehly to “covered entities,” including:
— health pIa@% (e.g., health insurance companies), g
— health Qeare clearinghouses (assist with health care claims), and Q«o“\o

\9

— heaﬁn care providers who transmit HIPAA-covered transactlon§Q

: “Bﬁsmess associates,” which are persons who §a®

g\@f On behalf of a covered entity, create, receive, maintain, ,@Y “transmit
& PHI for certain functions or activities regulated by HIPAA e.g.,
© claims processing, utilization review, billing, prachqe management)
or &é”
— Provide legal, actuarial, accounting, Consultlgé data aggregation,
management, administrative, accredltatlon@orflnanmal services to

or for a covered entity requiring dlsclosgr?e of PHI
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International Transfers

QQ)

= Despite protections offered to he@FtQh data in the U.S. by HIPAA, even transfers to HIPAA
“covered entities” and ° busmess associates” are subject to the data transfer requirements of
GDPR — no HIPAA adequagafdec;lsmn

= Recent challenges for ng:edlcal device manufacturers transferring data to U.S. mclude}

QO

— Conducting datagt‘ransfer impact assessments for each transfer Q,ﬁQ
— Updating exl,stl\ng contracts to use revised Standard Contractual ClausesoeB)\/ December
2022 N &
&0 ,\\oo

— Amer;aﬁng Standard Contractual Clauses to include United ngdg&h appendix

— Oa"ward transfers to entities that have legal barriers to S|gn|ng@¢s°tandard contractual clauses
(e.g., public universities or federal government agencies (e\cgZ National Institutes of Health))
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Schrems |l: Why was Privacy Shield invalid?

&
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= |n Schrems Il, the CJEU f@&used on Section 702 FISA and Executive Order 12333

‘0
— The Foreign Intell] Snce Surveillance Act of 1978 (FISA) regulates certain types

of foreign mtelllgé’nce collection.

— Section 70 aﬁows the Attorney General and Director of National Intelligence to N
direct an glectronic communication service provider” to provide assistance in &
accessnavg communications of overseas individuals. Q&o‘\

&

m Executlgé' Order 12333 governs intelligence collection overseas and has been ugcéd

to orgghize programs that collect communications transmitted over trans-Atlantfc

wires ¢
QOK SQ
é,\éé‘ What is an Executive Order? \Oo“
Qﬁe = Executive Orders permit the president to direct federal agethés to operate in
o a certain way. Carries the force of law. ,<<L

= Executive Orders are issued by the President. An mcungtbent President has
the power to revoke an Executive Order issued by a g?edecessor

= Congress also has the power to overturn an Exe@ﬁlve Order by passing

legislation that invalidates it. &
O

= Courts have the power to stay enforceme t,,@r ultimately overturn an
Executive Order that is found to be beyo the President’s constitutional

authority. &2




New Trans-Atlantic Data Privacy Framework

= Announced March 25, 2022 N

= Agreement “in principle” betw;een the U.S. government and the European Commission on a
framework for trans- Atlantw’data sharing
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New Framework for Health Data

= Consider framework that takes Iessoa% learned from GDPR and recent U.S. privacy law developments
to guide future legislative developrpsénts globally

= Why is a new regime needed fQ;rQneaIth data sharing?

— Jurisdictions WorIdW|deba%‘fopt|ng new data privacy legislation @
— Current data prlvacy%eﬂéglmes have certain shortcomings Q&ﬁ

= Four years of@ractlcal experience interpreting and applying GDPR have reveaLeﬁ challenges for
the health ga?re community globally o8
— Estabf’shlng bases for processing .@“\\

Q
;\}O

— Q@termlnlng when data are anonymized vs. pseudonymized @6"0
Defmmg entities as controllers and processors bﬂ@
(L — Providing effective notice to patients &
— Responding to data subject rights requests &
— Legitimizing cross-border transfers of personal dateg(o«°‘°

— Lessons learned provide insight to future data privacy@g@"&mes




New Framework for Health Data

Why is healthcare different? &®

sﬂ\
Treatment often involves Qeordlnatlon of healthcare providers across various geographies

= Telemedicine permﬂ@ remote consultations >

Q)

= Data from devuzés may be analyzed in multiple countries <
- Dlagnostlcs\often occurs at centralized locations

Clinical trléa‘1°s are frequently conducted in multiple jurisdictions &

(\
\}O

" Cgﬁﬁpetent authorities recognize importance of multi-national tg&é‘\ls

- o‘f‘lurlsdlctlons lacking clear basis to process and transfer heaﬁh data may be disfavored

locations for future trials ,@@
Q

RWE/RWD requires pooling of data sets from muiltiple J}bl?l%dlCthﬂS
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Potential New Framework to Address

&

\(\Q

= Clear Definition of “Health Data” wﬁh tailored regulations

= Pre-defined responsible ° perstsmIe uses” such as:

o Diagnosis & Treatmemi?Q &
o Research & Innoyé‘flon é@Q«o‘*\
o Public Healthy & \®o<\°Q®
® Paymenh@peratlons and Quality Improvement .oé“\&o
® Prod;@t Quality and Medical Vigilance/Safety Monitoring Q@Q@@é
o Ré1mbursement and Outcomes Evaluation &@eb'
= Streamlined International Data Sharing \\@@@
QO‘O(QY
o
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Potential New Framework Path Forward
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= Lawful basis for Processing of H@-ﬁﬁh Data
= (Openness and Transparencyx\O \Q

KO

= Security Safeguards ég"’Q &
N 3
= Data Minimization @%Q’ (\\@Q@
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